
	
		





	
		
		
  			
			
		
		
				
					
				
			

		
  			
			

		
		
			
				Trace Id is missing
				
			
	
	

	
	

	
			

			
			
		
	

	
	
		

    
    

	
	
	
	

	

	
		
	


	

	

	
	
	
	
		



		




    
    

	

	
		

    

    
        
                




        
        
                
                
            
    


                
                
    
                

    
        

                        

	
		
			
				
				
					
					
				
			

			
				
				
			
		

	






                            
                        


                        


    




                            
                        





        Skip to main content



    
        
            
            
                    
                        
                        Microsoft
                    
            
                
                Microsoft Security
                
            

                    
                        
                                Microsoft Security
                        
                    

                
                        
                            Microsoft Security
                        
                




                    
            	
                         Home 
                    
	
                            
                                Solutions

                                	
            Cloud security
            
        
	
            Cloud workload protection
            
        
	
            Data security
            
        
	
            Frontline workers
            
        
	
            Identity & network access
            
        
	
            Identity threat detection & response
            
        
	
            Industrial & critical infrastructure
            
        
	
            Information protection & governance
            
        
	
            IoT security
            
        
	
            Passwordless authentication
            
        
	
            Phishing
            
        
	
            Ransomware
            
        
	
            Risk management
            
        
	
            Secure remote work
            
        
	
            XDR
            
        
	
            XDR + SIEM
            
        
	
            Zero Trust
            
        


                            

                        
	
                            
                                Products

                                	

    Product families
    Product families
    	
            Microsoft Defender
            
        
	
            Microsoft Entra
            
        
	
            Microsoft Intune
            
        
	
            Microsoft Priva
            
        
	
            Microsoft Purview
            
        
	
            Microsoft Sentinel
            
        


    

	

    Security AI
    Security AI
    	
            Microsoft Security Copilot
            
        


    

	

    Identity & access
    Identity & access
    	
            Microsoft Entra ID (Azure Active Directory)
            
        
	
            Microsoft Entra External ID
            
        
	
            Microsoft Entra ID Governance
            
        
	
            Microsoft Entra ID Protection
            
        
	
            Microsoft Entra Internet Access
            
        
	
            Microsoft Entra Private Access
            
        
	
            Microsoft Entra Permissions Management
            
        
	
            Microsoft Entra Verified ID
            
        
	
            Microsoft Entra Workload ID
            
        
	
            Microsoft Entra Domain Services
            
        
	
            Azure Key Vault
            
        


    

	

    SIEM & XDR
    SIEM & XDR
    	
            Microsoft Sentinel
            
        
	
            Microsoft Defender for Cloud
            
        
	
            Microsoft Defender XDR
            
        
	
            Microsoft Defender for Endpoint
            
        
	
            Microsoft Defender for Office 365
            
        
	
            Microsoft Defender for Identity
            
        
	
            Microsoft Defender for Cloud Apps
            
        
	
            Microsoft Defender Vulnerability Management
            
        
	
            Microsoft Defender Threat Intelligence
            
        


    

	

    Cloud security
    Cloud security
    	
            Microsoft Defender for Cloud
            
        
	
            Microsoft Defender Cloud Security Posture Mgmt
            
        
	
            Microsoft Defender External Attack Surface Management
            
        
	
            Azure Firewall
            
        
	
            Azure Web App Firewall
            
        
	
            Azure DDoS Protection
            
        
	
            GitHub Advanced Security
            
        


    

	

    Endpoint security & management
    Endpoint security & management
    	
            Microsoft Defender for Endpoint
            
        
	
            Microsoft Defender XDR
            
        
	
            Microsoft Defender for Business
            
        
	
            Microsoft Intune core capabilities
            
        
	
            Microsoft Defender for IoT
            
        
	
            Microsoft Defender Vulnerability Management
            
        
	
            Microsoft Intune Advanced Analytics
            
        
	
            Microsoft Intune Endpoint Privilege Management
            
        
	
            Microsoft Intune Enterprise Application Management
            
        
	
            Microsoft Intune Remote Help
            
        
	
            Microsoft Cloud PKI
            
        


    

	

    Risk management & privacy
    Risk management & privacy
    	
            Microsoft Purview Insider Risk Management
            
        
	
            Microsoft Purview Communication Compliance
            
        
	
            Microsoft Purview eDiscovery
            
        
	
            Microsoft Purview Compliance Manager
            
        
	
            Microsoft Purview Audit
            
        
	
            Microsoft Priva Risk Management
            
        
	
            Microsoft Priva Subject Rights Requests
            
        


    

	

    Information protection
    Information protection
    	
            Microsoft Purview Information Protection
            
        
	
            Microsoft Purview Data Lifecycle Management
            
        
	
            Microsoft Purview Data Loss Prevention
            
        


    



                            

                        
	
                            
                                Services

                                	
            Microsoft Security Experts
            
        
	
            Microsoft Defender Experts for XDR
            
        
	
            Microsoft Defender Experts for Hunting
            
        
	
            Microsoft Incident Response
            
        
	
            Microsoft Security Enterprise Services
            
        


                            

                        
	
                            Partners
                        
	
                            
                                Resources

                                	

    Get started
    Get started
    	
            Cybersecurity awareness
            
        
	
            Customer stories
            
        
	
            Security 101
            
        
	
            Product trials
            
        
	
            How we protect Microsoft
            
        


    

	

    Reports and analysis
    Reports and analysis
    	
            Industry recognition
            
        
	
            Microsoft Security Insider
            
        
	
            Microsoft Digital Defense Report
            
        
	
            Security Response Center
            
        


    

	

    Community
    Community
    	
            Microsoft Security Blog
            
        
	
            Microsoft Security Events
            
        
	
            Microsoft Tech Community
            
        


    

	

    Documentation and training
    Documentation and training
    	
            Documentation
            
        
	
            Technical Content Library
            
        
	
            Training & certifications
            
        


    

	

    Additional sites
    Additional sites
    	
            Compliance Program for Microsoft Cloud
            
        
	
            Microsoft Trust Center
            
        
	
            Security Engineering Portal
            
        
	
            Service Trust Portal
            
        
	
            Microsoft built in security
            
        


    



                            

                        
	
                            Contact Sales
                        
	
                        
        More
        

    


                
	
                        Start free trial
                    


            
        


            
                        
            	
                    
                         All Microsoft
                        	
            Global

            	
            Microsoft Security
            
        
	
            Azure
            
        
	
            Dynamics 365
            
        
	
            Microsoft 365
            
        
	
            Microsoft Teams
            
        
	
            Windows 365
            
        


        
	

    Tech & innovation
    Tech & innovation
    	
            Microsoft Cloud
            
        
	
            AI
            
        
	
            Azure Space
            
        
	
            Mixed reality
            
        
	
            Microsoft HoloLens
            
        
	
            Microsoft Viva
            
        
	
            Quantum computing
            
        
	
            Sustainability
            
        


    

	

    Industries
    Industries
    	
            Education
            
        
	
            Automotive
            
        
	
            Financial services
            
        
	
            Government
            
        
	
            Healthcare
            
        
	
            Manufacturing
            
        
	
            Retail
            
        
	
            All industries
            
        


    

	

    Partners
    Partners
    	
            Find a partner
            
        
	
            Become a partner
            
        
	
            Partner Network
            
        
	
            Find an advertising partner
            
        
	
            Become an advertising partner
            
        
	
            Azure Marketplace
            
        
	
            AppSource
            
        


    

	

    Resources
    Resources
    	
            Blog
            
        
	
            Microsoft Advertising
            
        
	
            Developer Center
            
        
	
            Documentation
            
        
	
            Events
            
        
	
            Licensing
            
        
	
            Microsoft Learn
            
        
	
            Microsoft Research
            
        


    

	
                                    View Sitemap
                                


                    

                


        


                            
                                
                                    
                                        Search
                                        Search Microsoft Security
                                    
                                
                                    

                                    	 No results


                                

                                
                            

                        
                            Cancel
                        
                
            

        

        
        
    

    





    

        


    


            
    

	



    










    
    










    
        
        



    
    

    
    






    




    



    
    



    
    













    




    
    





    
    















    

        
            
                
                    
                    
    

                        
                            
                                
                                

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    




    
    







  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Learn how to bring innovative cybersecurity AI to your organization at Microsoft Secure.


                            
                            
                        
                    
                
            
        


    


                            
                            
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Register now
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                        

                

            
        

        

        

    






    







    





    







    
        
        
                
                    
                
            
    


    





     
          

    
     
    
    
    


    
    
    
    

    

    
    

    
    

    
    
        
        
            
            
            
            
            
                
                
                
                

    
    
    
    
    
    
    
    

    
     
    
    

    
    
    
    

    
        

    
    

    
    

    
    

    
        
            
    
    
    

        
        
        
    




        

        

        
  
  
      
      
        
			
    
    
    	
  
    Azure Active Directory is now Microsoft Entra ID
  

    


        
        
      
  


        
			
  
  

        
        
            

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    




    
    







  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            New name, same powerful capabilities.


                            
                            
                        
                    
                
            
        


    


        


        

        
            
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    

    

    
        
            
                
    

    
    

    
    
    
    
    

    


    
        See pricing and try for free
    

            
        

        
    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


        

        
            
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Learn more about the name change
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


        
        
        

        
        

        

    
    

    
    
    
    
    

    


        
            
        

        
    


                
                
            

            
            

    
     
    
    
    
    

    

        
        
            
            
            
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

        

        
        

        
        

    



            
            
        

    


     
     
     



    














          
     
     
          
          
          
	
	
	
	
	
	
	
	
	
	
	 

	
	

	
	

	
	
		
			
				
					
						
						
						
							
								
									
									
									
									
  
  
      
      
        
        
        	
    
    
    	
  
    Security Copilot is coming to Microsoft Entra
  

    


        
      
  


								
							

						
						
							
								
								
									
  
  

								
								
								

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Discover the latest Microsoft Entra innovations announced at Ignite.


                            
                            
                        
                    
                
            
        


    


								
								
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Read the blog
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


								
								
							

						
					

					
				

				
				
			
		
	
	
	
		
    




	



          
     











          
     
     
          
          
          














    



    









    
    
    














    
    
        
            
                
                    

                    
                        
    

        
        
            	
                    
                        
                            
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Overview
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                        
                    

                
	
                    
                        
                            
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Capabilities
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                        
                    

                
	
                    
                        
                            
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Pricing
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                        
                    

                
	
                    
                        
                            
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Related products
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                        
                    

                
	
                    
                        
                            
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Documentation and training
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                        
                    

                
	
                    
                        
                            
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        FAQ
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                        
                    

                


        

        
        
            Azure Active Directory
            	
                    
                        
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Overview
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                    

                
	
                    
                        
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Capabilities
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                    

                
	
                    
                        
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Pricing
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                    

                
	
                    
                        
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Related products
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                    

                
	
                    
                        
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Documentation and training
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                    

                
	
                    
                        
    
    

    
    
    
    
    
    
    
    
    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        FAQ
    

        
    

    

    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                    

                


        


        
        	
                
                    
                        
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    

    

    
        
            
                
    

    
    

    
    
    
    
    

    


    
        See plans and pricing
    

            
        

        
    

    

    

    

    

    

    

    

    

    
    

    
    


                    
                

            


    

                    
                

            

        
    



          
     











          
     
     
          
          
          






          
     
     
          
          
          
          
     





	
	
	
	
	
	
	
	
	
	
	 

	
	

	
	

	
	
		
			
				
					
						
						
						
							
								
									
									
									
									
  
  
      
      
        
        
        	
    
    
    	
  
    Manage and protect with Microsoft Entra ID
  

    


        
      
  


								
							

						
						
							
								
								
									
  
  

								
								
								

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Safeguard your organization with a cloud identity and access management solution that connects employees, customers, and partners to their apps, devices, and data.


                            
                            
                        
                    
                
            
        


    


								
								
								
								
							

						
					

					
				

				
				
			
		
	
	
	
		
    



	









          
     
     
          
          
          
          
     





  
    
    



  
  
    

  
  
  
  

  
    
      
        
        
        
        
          
              
                
                
                
    
    
        
    

    
    

    
    
    

    
    

    
    

    
        
        
        
        
        
        
        
        


        
        
            
            
            
        


        
        
            
            
                
                    
    
    
    
    
    

    
    
    
    
    

    
        
            
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
            
        
    

                
            

            
            
            
        


        
        
            
            

            
            
            
                
                
                    
                        
                        
                        
                            
                                Secure adaptive access
                            

                        
                    
                    
                         
                            

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        

            
                
                    
                        
                            
                            Protect access to resources and data using strong authentication and risk-based adaptive access policies without compromising user experience.


                            
                            
                        
                    
                
            
        


    


                        
                    
                    
                

            
        


        
        
            
            
        



        
        
            
            
                
            

        


        
        
            
            

        


    

    
    

                

              
          
              
                
                
                
    
    
        
    

    
    

    
    
    

    
    

    
    

    
        
        
        
        
        
        
        
        


        
        
            
            
            
        


        
        
            
            
                
                    
    
    
    
    
    

    
    
    
    
    

    
        
            
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
            
        
    

                
            

            
            
            
        


        
        
            
            

            
            
            
                
                
                    
                        
                        
                        
                            
                                Seamless user experiences
                            

                        
                    
                    
                         
                            

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        

            
                
                    
                        
                            
                            Provide a fast, easy sign-in experience across your multicloud environment to keep your users productive, reduce time managing passwords, and increase productivity.



                            
                            
                        
                    
                
            
        


    


                        
                    
                    
                

            
        


        
        
            
            
        



        
        
            
            
                
            

        


        
        
            
            

        


    

    
    

                

              
          
              
                
                
                
    
    
        
    

    
    

    
    
    

    
    

    
    

    
        
        
        
        
        
        
        
        


        
        
            
            
            
        


        
        
            
            
                
                    
    
    
    
    
    

    
    
    
    
    

    
        
            
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
            
        
    

                
            

            
            
            
        


        
        
            
            

            
            
            
                
                
                    
                        
                        
                        
                            
                                Unified identity management
                            

                        
                    
                    
                         
                            

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        

            
                
                    
                        
                            
                            Manage all your identities and access to all your applications in a central location, whether they’re in the cloud or on-premises, to improve visibility and control.


                            
                            
                        
                    
                
            
        


    


                        
                    
                    
                

            
        


        
        
            
            
        



        
        
            
            
                
            

        


        
        
            
            

        


    

    
    

                

              
          

        
      

      
      
    
  










          
     
     
          
          
          
          
     











          
     
     
          
          
          
	
	
	
	
	
	
	
	
	
	
	 

	
	

	
	

	
	
		
			
				
					
						
						
						
							
								
									
									
									
									
  
  
      
      
        
        
        	
    
    
    	
  
    Comprehensive capabilities
  

    


        
      
  


								
							

						
						
							
								
								
									
  
  

								
								
								

    
    

    
    
    
    
    

    


								
								
								
								
							

						
					

					
				

				
				
			
		
	
	
	
		
    



	



          
     











          
     
     
          
          
          
    
    






    
        
        
        

        
            
                
                    
                        
                        
    
        
            
                
                    
                        
                            
                                
                                    App integrations and single sign-on (SSO)
                                
                            
                                
                                    Passwordless and multifactor authentication (MFA)
                                
                            
                                
                                    Conditional access
                                
                            
                                
                                    Identity protection
                                
                            
                                
                                    Privileged identity management
                                
                            
                                
                                    End-user self-service
                                
                            
                                
                                    Unified admin center
                                
                            
                        

                    

                

                
                    
                        Previous
                    
                    
                        Next
                    
                

            

        

    


                    
                    
                    
    
        

        
            
                
                    
                        
                            
                            
                                
                                    
                                        
                                            
    
    
    
        
    
        

    
    

    
    
    

    
    

    
    

    
        
        
        
        
		
        
        
        

            

            
                
                    
                        
    
    
    
    
    

    
    
    
    
    

    
        
            
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
            
        
    

                    
                
                
            

            
                
                
                
                    
                        
                        
                        
                            
                                App integrations and single sign-on (SSO)
                            

                        
                    

                    

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Connect your workforce to all your apps, from any location, using any device. Simplify app access from anywhere with single sign-on.



                            
                            
                        
                    
                
            
        


    



                    
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Learn more about SSO
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Learn more about app integrations
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


                

            
            
            
            
                
                
            

            
        

    
    

    

                                        
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                            

                        

                    
                        
                            
                            
                                
                                    
                                
                                    
                                        
                                            






          
     
     
          
          
          


    
    
    
        
            
    
        
        
            
            
            
            
            
            
        
        
            
                
            
        
        
    



        
    



    
    
    
        
    
        

    
    

    
    
    

    
    

    
    

    
        
        
        
        
		
        
        
        

            

            
                
                    
                        
    
    
    
    
    

    
    
    
    
    

    
        
            
            
            
            
        
    

                    
                
                
            

            
                
                
                
                    
                        
                        
                        
                            
                                Passwordless and multifactor authentication (MFA)
                            

                        
                    

                    

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Help safeguard access to data and apps and keep it simple for users. Provide ease of use without the inherent risk of passwords.



                            
                            
                        
                    
                
            
        


    



                    
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Learn more about MFA
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Learn more about passwordless authentication
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


                

            
            
            
            
                
                
            

            
        

    
    

    



          
     



                                        
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                            

                        

                    
                        
                            
                            
                                
                                    
                                
                                    
                                
                                    
                                        
                                            






          
     
     
          
          
          


    
    
    
        
            
    
        
        
            
            
            
            
            
            
        
        
            
                
            
        
        
    



        
    



    
    
    
        
    
        

    
    

    
    
    

    
    

    
    

    
        
        
        
        
		
        
        
        

            

            
                
                    
                        
    
    
    
    
    

    
    
    
    
    

    
        
            
            
            
            
        
    

                    
                
                
            

            
                
                
                
                    
                        
                        
                        
                            
                                Conditional access
                            

                        
                    

                    

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Apply the right access controls to strengthen your organization’s security.



                            
                            
                        
                    
                
            
        


    



                    
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Learn more about conditional access
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


                

            
            
            
            
                
                
            

            
        

    
    

    



          
     



                                        
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                            

                        

                    
                        
                            
                            
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                        
                                            






          
     
     
          
          
          


    
    
    
        
            
    
        
        
            
            
            
            
            
            
        
        
            
                
            
        
        
    



        
    



    
    
    
        
    
        

    
    

    
    
    

    
    

    
    

    
        
        
        
        
		
        
        
        

            

            
                
                    
                        
    
    
    
    
    

    
    
    
    
    

    
        
            
            
            
            
        
    

                    
                
                
            

            
                
                
                
                    
                        
                        
                        
                            
                                Identity protection
                            

                        
                    

                    

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Automate detection and remediation of identity-based risks.



                            
                            
                        
                    
                
            
        


    



                    
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Learn more about identity protection
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


                

            
            
            
            
                
                
            

            
        

    
    

    



          
     



                                        
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                            

                        

                    
                        
                            
                            
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                        
                                            






          
     
     
          
          
          


    
    
    
        
            
    
        
        
            
            
            
            
            
            
        
        
            
                
            
        
        
    



        
    



    
    
    
        
    
        

    
    

    
    
    

    
    

    
    

    
        
        
        
        
		
        
        
        

            

            
                
                    
                        
    
    
    
    
    

    
    
    
    
    

    
        
            
            
            
            
        
    

                    
                
                
            

            
                
                
                
                    
                        
                        
                        
                            
                                Privileged identity management
                            

                        
                    

                    

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Strengthen the security of your privileged accounts.



                            
                            
                        
                    
                
            
        


    



                    
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Learn more about privileged identity management
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


                

            
            
            
            
                
                
            

            
        

    
    

    



          
     



                                        
                                    
                                
                                    
                                
                                    
                                
                            

                        

                    
                        
                            
                            
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                        
                                            






          
     
     
          
          
          


    
    
    
        
            
    
        
        
            
            
            
            
            
            
        
        
            
                
            
        
        
    



        
    



    
    
    
        
    
        

    
    

    
    
    

    
    

    
    

    
        
        
        
        
		
        
        
        

            

            
                
                    
                        
    
    
    
    
    

    
    
    
    
    

    
        
            
            
            
            
        
    

                    
                
                
            

            
                
                
                
                    
                        
                        
                        
                            
                                End-user self-service
                            

                        
                    

                    

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Help your employees securely manage their own identity with self-service portals including My Apps, My Access, My Account, and My Groups.



                            
                            
                        
                    
                
            
        


    



                    
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Learn more about user self-service portals
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


                

            
            
            
            
                
                
            

            
        

    
    

    



          
     



                                        
                                    
                                
                                    
                                
                            

                        

                    
                        
                            
                            
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                        
                                            






          
     
     
          
          
          


    
    
    
        
            
    
        
        
            
            
            
            
            
            
        
        
            
                
            
        
        
    



        
    



    
    
    
        
    
        

    
    

    
    
    

    
    

    
    

    
        
        
        
        
		
        
        
        

            

            
                
                    
                        
    
    
    
    
    

    
    
    
    
    

    
        
            
            
            
            
        
    

                    
                
                
            

            
                
                
                
                    
                        
                        
                        
                            
                                Unified admin center
                            

                        
                    

                    

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Confidently manage all Microsoft Entra multicloud identity and network access solutions in one place.



                            
                            
                        
                    
                
            
        


    



                    
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Go to the Microsoft Entra admin center
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


                

            
            
            
            
                
                
            

            
        

    
    

    



          
     



                                        
                                    
                                
                            

                        

                    
                    
                        Back to tabs
                    
                

            

        

    



                    
                

            
        
        
    

    
    




          
     











          
     
     
          
          
          
	
	
	
	
	
	
	
	
	
	
	 

	
	

	
	

	
	
		
			
				
					
						
						
						
							
								
									
									
									
									
  
  
      
      
        
        
        	
    
    
    	
  
    Multicloud identity and access management
  

    


        
      
  


								
							

						
						
							
								
								
									
  
  

								
								
								

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Microsoft Entra ID is an integrated cloud identity and access solution, and a leader in the market for managing directories, enabling access to applications, and protecting identities.


                            
                            
                        
                    
                
            
        


    


								
								
								
								
							

						
					

					
				

				
				
			
		
	
	
	
		
    



	




  
  
  
  

  
  

  

  
       
    
    
    

    
    

    

    





  






  
    






  
  

  

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    




	
	
	
	
	
	
	
	
	
	
	 

	
	

	
	

	
	
		
			
				
					
						
						
						
							
								
									
									
									
									
  
  

								
							

						
						
							
								
								
									
  
  

								
								
								

    
    

    
    
    
    
    

    


								
								
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    

    

    
        
            
                
    

    
    

    
    
    
    
    

    


    
        More about the diagram
    

            
        

        
    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    

    

    
        
            
                
    

    
    

    
    
    
    
    

    


    
        Learn more
    

            
        

        
    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


								
								
							

						
					

					
				

				
				
			
		
	
	
	
		
    



	










  

  
    










  
    
      
        
      

      
        
          
    

        

        
        
      

        
        
          
          

    Microsoft Entra ID empowers organizations to manage and secure identities so employees, partners, and customers can access the applications and services they need. Microsoft Entra ID provides an identity solution that integrates broadly, from on-premises legacy apps to thousands of top software-as-a-service (SaaS) application, delivering a seamless end-user experience and improved visibility and control.





    




          
        
        
      

    

  




  
    








          
     











          
     
     
          
          
          
   
    
      
  
  
      
      
        
			
    
    
    	
  
    Consistently recognized as a Leader by industry analysts
  

    


        
        
      
  


    



          
     





  
    
    



  
  
    

  
  
  
  

  
    
      
        
        
        
        
          
              
                
                
                
    
    
        
    

    
    

    
    
    

    
    

    
    

    
        
        
        
        
        
        
        
        


        
        
            
            
            
        


        
        
            
            
                
                    
    
    
    
    
    

    
    
    
    
    

    
        
            
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
            
        
    

                
            

            
            
            
        


        
        
            
            

            
            
            
                
                
                    
                        
                        
                        
                            
                                Microsoft recognized for seventh year
                            

                        
                    
                    
                         
                            

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        

            
                
                    
                        
                            
                            Microsoft is a seven-time Leader in the Gartner® Magic Quadrant™ for Access Management.1, 2



                            
                            
                        
                    
                
            
        


    


                        
                    
                    
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Read the report
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


                

            
        


        
        
            
            
        



        
        
            
            
                
            

        


        
        
            
            

        


    

    
    

                

              
          
              
                
                
                
    
    
        
    

    
    

    
    
    

    
    

    
    

    
        
        
        
        
        
        
        
        


        
        
            
            
            
        


        
        
            
            
                
                    
    
    
    
    
    

    
    
    
    
    

    
        
            
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
            
        
    

                
            

            
            
            
        


        
        
            
            

            
            
            
                
                
                    
                        
                        
                        
                            
                                A leader in access management
                            

                        
                    
                    
                         
                            

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        

            
                
                    
                        
                            
                            Learn why KuppingerCole rates Microsoft a strong positive across all product and leadership dimensions in access management.3



                            
                            
                        
                    
                
            
        


    


                        
                    
                    
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Read the report
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


                

            
        


        
        
            
            
        



        
        
            
            
                
            

        


        
        
            
            

        


    

    
    

                

              
          
              
                
                
                
    
    
        
    

    
    

    
    
    

    
    

    
    

    
        
        
        
        
        
        
        
        


        
        
            
            
            
        


        
        
            
            
                
                    
    
    
    
    
    

    
    
    
    
    

    
        
            
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
            
        
    

                
            

            
            
            
        


        
        
            
            

            
            
            
                
                
                    
                        
                        
                        
                            
                                2022 Company of the Year for Global Identity and Access Management
                            

                        
                    
                    
                         
                            

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        

            
                
                    
                        
                            
                            Frost & Sullivan has named Microsoft the 2022 Company of the Year for the Global Identity and Access Management industry.4



                            
                            
                        
                    
                
            
        


    


                        
                    
                    
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Read the blog
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


                

            
        


        
        
            
            
        



        
        
            
            
                
            

        


        
        
            
            

        


    

    
    

                

              
          

        
      

      
      
    
  




          
     











          
     
     
          
          
          
	
	
	
	
	
	
	
	
	
	
	 

	
	

	
	

	
	
		
			
				
					
						
						
						
							
								
									
									
									
									
  
  
      
      
        
        
        	
    
    
    	
  
    See why more than 300,000 organizations use Microsoft Entra ID
  

    


        
      
  


								
							

						
						
							
								
								
									
  
  

								
								
								

    
    

    
    
    
    
    

    


								
								
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    
        
            
    

    
    

    
    
    
    
    

    


    
        Read their stories
    

        
    

    

    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


								
								
							

						
					

					
				

				
				
			
		
	
	
	
		
    



	





    








  

    
    
  
  


    
    	
          
            
  

  
  

  
  
  
  

    
    

    
    
      
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    

    

    

    
        
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
        
    

    

    

    

    

    

    

    

    
    

    
    


    


          
      
	
          
            
  

  
  

  
  
  
  

    
    

    
    
      
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    

    

    

    
        
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
        
    

    

    

    

    

    

    

    

    
    

    
    


    


          
      
	
          
            
  

  
  

  
  
  
  

    
    

    
    
      
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    

    

    

    
        
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
        
    

    

    

    

    

    

    

    

    
    

    
    


    


          
      
	
          
            
  

  
  

  
  
  
  

    
    

    
    
      
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    

    

    

    
        
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
        
    

    

    

    

    

    

    

    

    
    

    
    


    


          
      
	
          
            
  

  
  

  
  
  
  

    
    

    
    
      
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    

    

    

    
        
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
        
    

    

    

    

    

    

    

    

    
    

    
    


    


          
      
	
          
            
  

  
  

  
  
  
  

    
    

    
    
      
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    

    

    

    
        
            

    
    
    
    
    
    

    
    
    

    
    
    
    
    
    
    
    
    

    
    
    

    
    
    
    
    
    

    
        
        

        
        
          
        
    

            
        
    

    

    

    

    

    

    

    

    
    

    
    


    


          
      


  









          
     
     
          
          
          
          
     













    


    
    
        
            

            
                
                
                    
                
                
                    





    
    
    
    
    
        
    
        

    
    

    
    
    

    
    

    
    

    
        
        
        
        
		
        
        
        

            

            
                
                    
                        
    
    
    
    
    

    
    
    
    
    

    
        
            
            
            
            
        
    

                    
                
                
            

            
                
                
                
                    
                        
                        
                        
                            
                                Get started with Microsoft Entra ID
                            

                        
                    

                    

    
    

    
    
    
    
    

    



                    
    
    
        
            
                
                
    
    

    
    
    
    
    
    
    
    
    

    

    

    

    

    

    

    
        
            
                
    

    
    

    
    
    
    
    

    


    
        See pricing and try for free
    

            
        

        
    

    

    

    

    

    

    

    

    

    
    

    
    


                
            
        
    


                

            
            
            
            
                
                
            

            
        

    
    

    



    

                

            
                
                
                    
                        
                        
                    
                
                
                    





    
    
    
    
    
        
    
        

    
    

    
    
    

    
    

    
    

    
        
        
        
        
		
        
        
        

            

            
                
                    
                        
    
    
    
    
    

    
    
    
    
    

    
        
            
            
            
            
        
    

                    
                
                
            

            
                
                
                
                    
                        
                        
                        
                            
                        
                    

                    

    
    

    
    
    
    
    

    

        
        

    
    
    
    
    

    
    
    



    
    





  
        
        

	
    
    	
    	
    
    

    
    
    


        
            
                
                    
                        
                            
                            Microsoft Entra ID P2
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    Azure Active Directory (Azure AD), now known as Microsoft Entra ID, is an identity and access management solution from Microsoft that helps organizations secure and manage identities for hybrid and multicloud environments.

Learn more
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    Azure AD, now known as Microsoft Entra ID, has a free edition that provides user and group management, on-premises directory synchronization, basic reports, self-service password change for cloud users, and single sign-on across Azure, Microsoft 365, and many popular SaaS apps. The free edition is included with a subscription of a commercial online service such as Azure, Microsoft 365, Dynamics 365, Intune, or Power Platform.

Learn more
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    Azure AD is now known as Microsoft Entra ID, but the licenses and service plans remain the same—Free, P1, and P2.
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    The new name for Azure AD is Microsoft Entra ID. The name is changing, but the capabilities, licensing, and pricing remain the same. No action is required for existing customers.
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    The name changed. Microsoft offers and supports the capabilities and service level agreements of Azure AD under the new name of Microsoft Entra ID, which was announced on June 20, 2023.
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